Evolving from Incident

Response to Threat Intelligence

Arnim Eijkhoudt, KPN

Threat Intelligence (TI) is the industry term for describing the
practice of leveraging knowledge about your adversaries, technology
and company exposure’ to make informed decisions about security
situations and improving the company’s overall security posture.

Tl is frequently considered to be a separate activity or discipline at
CERTs. With this article we aim to demonstrate that with a holistic
approach to TI, a security organisation can improve their processes,
move to proactively addressing security risk, reduce their costs by
minimizing exposure and streamline their traditional CERT/incident

handling processes.

Basic Threat Intelligence practices

TI commonly revolves around the processing and
sharing of Indicators of Compromise (IoCs). IoCs are
static pieces of technical information that describe
the properties of a given threat, such as IP addresses,
domain names, cryptographical hashes, email
addresses, etc. TI analysts review the information,
looking for coherence/correlation between the IoCs
and threats. While these are great initial steps to get
started with TI, combining and embracing threat
intelligence and automation can bring much greater
benefits. Horizontal and vertical integration of the
two can be a powerful way of cost reduction through
automatization, efficiency improvements, bridging

gaps with risk management, red-/purple-teaming and

incident handling.

(" Exposure can be any risk or vulnerability, known or unknown, technical or not
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Case Study: From Incident Handling

to Threat Handling

KPN-CERT actively started using a Threat Intel
Platform (TIP) in production in early 2016. Initially,
the systems and processes ran parallel to our existing
Incident Handling and ticketing systems, and it
quickly proved to be instrumental in investigating and
resolving a long-term fraud campaign. However, much
of the initial T work was done manually, and most

of the information resided with dedicated analysts:
determining which incidents to ingest into the TIP,
searching for and enriching from additional sources,
correlating information and processing the information
for further use outside the TIP.
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With the addition of more and more information
feeds, this accelerated the equivalent of SOC ‘alert
fatigue’ for the TI analysts: information pollution/
false positives and the resulting inability to filter out
irrelevant information. For these and other reasons, it
was therefore neither a sustainable nor scalable way to
continue.

In 2017, KPN-CERT decided to reposition its TIP and

to restructure the existing processes around Threat
Intel practices. Clear goals were set to aim for the TI
maturity level of ‘Exposure Management’. This meant
that TTwould be repositioned as the overall way of
working, with Incident Handling being a specific part of
the overall TI process. Part of this transition would be
the explicit focus on Site Reliability Engineering (SRE)
principles. Every team member is expected to look
critically at their work processes, and to develop and
deploy automation tooling to eliminate manual work.
This directly reduces overhead costs and the chance for
human error as well. The strong focus on SRE closely
aligns with the emergence and evolution of open TI
protocols, standards and technologies such as STIX/
TAXII, MITRE's ATT&CK, OASIS, COCOA, etc. as well as
the overall vision at KPN-CISO.

Transforming your organisation’s processes means
making a significant initial investment. It can be

a difficult ‘sell’, especially if the results only come

at a later stage. Firstly, the expenditure of time and
effort is significant, although it is also somewhat
dependent on the existing culture and agility of the
organisation. Secondly, by embracing these standards,
technologies and the principles of SRE and T1I, there is
also the implicit choice for using those open standards
and technologies while choosing for and deploying
solutions that are compatible with these.

Nevertheless, the total cost of ownership (TCO) and
subsequent cost reduction has shown to significantly
outweigh those initial investments. For KPN-CERT,

it has simplified everything from day-to-day incident
handling to case investigations. In that sense, it is a
‘gift that keeps giving’. It will continue to simplify the
future interconnection of systems and exchange of
TI data, cooperation with industry partners, CERTs,
government and NGO's organisations, etc.

Reaping the benefits at KPN

Investing development time into a middleware library
continues to pay dividends. One of the first things
KPN-CERT developed, was a middleware library

for interoperability with its TIP. This middleware
makes it easy and quick to develop new integrations,
because there is a consistent API that abstracts

the communication with the TIP. Development,
prototyping and deployment of integrations now
happen in the span of days or a few weeks, rather

than multiple months or years. It also enables the
transformation and exchange of data between other
types of systems, further simplifying and enabling
interoperability. Good examples are simple scripts that
can take TIP data and transform these into rulesets

for popular IDS? Lastly, it prevents being dependent
on the TIP or other service providers for providing and
maintaining interoperability or the interpretation and/
or transformation of TI between the systems.

At the outset, integrating ticketing systems into

our TIP was one of the primary goals, making the
Incident Handling part of the overall TI process and
automatically allowing for correlation of information
in tickets/incidents with other TI in the TIP®. This not
only enables our incident handlers and TT analysts to
automatically share data, but it also forms the basis
for moving from handling separate (and sometimes
seemingly isolated or unrelated) incidents to detecting
recurring problems and persistent threats in an
automated manner.

However, critically examining the systems that

existin your organisation can provide a wealth of
other potential enrichment sources or threat intel

as well. Good examples can be the development of
integrations with asset management systems, so that
information about affected systems can immediately
be enriched with ownership information, software/
services running, previous incidents, change or request
tickets, etc. This can even be taken further and to
logical conclusions, e.g. by the automated parsing of
vulnerability feeds and combining this with the asset
management, vulnerability scanning information and
emerging threat data from the TT analysts to determine
real-time security exposure.

@ https://github.com/KPN-CISO/EIQ-to-IDS - Transforming EclecticIQ JSON into Snort rulesets
(® KPN-CERT has achieved this by creating (and publishing) integrations with common ticketing systems, such as OTRS and ServiceNow
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KPN-CERT has also developed many other integrations,
such as the Kathe enricher’, which provides the
detection of malware families and strains through the
use of ssdeep® hashes. This effectively reduces cost by
limiting the time spent reverse-engineering malware
samples and by letting TT analysts define Courses of
Action for families of malware, rather than having to
deal with malware samples on an individual basis.

Bridging the gaps between Tl, management and
operations

By moving towards the TI maturity level of Exposure
Management through these principles of automation,
integration and interoperability, TT analysts can more
easily determine the company’s exposure to security
threats. The ability to determine the risks that the
company faces, trends over time, emerging threats, etc.
and to be able to do so in (largely) automated ways also
improves reporting on operational to tactical levels.
This, in turn, allows your TI team to more effectively
report to and liaise with your Risk Auditors, Board of
Directors and other decision makers in the company.
Understanding and effectively reporting on risks will
facilitate better focus and decision-making, truly
improving your company’s security posture.

Final words

Perhaps you are just starting with TI or already in the
later stages. Either way, KPN invites you to join forces
with us in collectively fighting cybersecurity threats
around the world, by embracing Threat Intelligence,
intelligence sharing and supporting the open standards
and protocols to do so. Threat Actors rarely work in a
vacuum and rarely limit themselves to a single industry,
so why should we?!

You can connect with us by sending an e-mail
to cert@kpn-cert.nl

@ https://github.com/avuko/kathe - Analyzing malware families through ssdeep hashing

® https://ssdeep-project.github.io/ssdeep/index.html

Europol publishes the SUDO bug opens
Internet Organised Crime root access on
Thread Asessment 2019 Linux systems

New malware spies on
diplomats, high-profile
government targets

Dataleak at Security
company Imperva through
Amazon Cloud APl key

Dutch pentester finds
vulnerabilities in
cloudCTl recognition
Configuration tool

53



54 | European (

Cyber security needs

to change in order to be

successful

In today’s world

Fred Streefland, Palo Alto Networks

Today’s world isn’t the same as it was in the last century. This isn’t

a surprise obviously, but it has significant consequences to the way
that we manage cyber security, which we experienced especially

in the last few years. Technological developments go extremely

fast and thousands of devices are linked to the Internet each day
(“Internet of Things’). These IoT devices provide lots of opportunities,
because they often fulfil an essential function or are placed in our
critical infrastructure. But they are also causing a significant risk,
because they fulfil an essential function or are placed in our critical
infrastructure but can also communicate between each other without
human intervention. Since IoT devices are often not made with
security in mind, they are vulnerable and increase the attack

surface significantly.

Besides these developments, organisations themselves
also have become more complex. Through this
instrumented and interconnected world, their data
isn’t only in the on-premise computers of their own
datacentre in their headquarters, but their data is
everywhere, and their employees have become mobile
workers with the company data installed on their
mobile devices or in public clouds. The old-fashioned
perimeter security doesn’t work anymore in today’s
complex world.

The ‘move to the cloud’ is another challenge that causes
organisations to transform. Organisations are required

Security researcher
publishes proof-of-concept
code for recent Android
zero-day

to become agile and scalable by using cloud computing.
In recentyears, it has become clear that organisations
that use public cloud for their products and services

are more agile than organisations that decided to

stay on-premise. The transformation to public cloud
infrastructures provides a significant competitive
advantage against the on-premise organisations. Since
security is a main prerequisite for this move to the
cloud, it’s an important aspect for organisations.

Cooperation is key
So, let’s dive more into this security aspect. Until some
years ago, mainly specialized companies came up

Attackers hide
backdoors and
cryptominersin
WAV audio files

Avast fights off
cyber-espionage
attempt Abiss



with solutions to the cyber problems and challenges

of the time. For every problem there was a different
solution (read: 'product'), with the result that thousands
of different products arose, all of which found their

way into the market. As a result, the current cyber
security landscape has arisen, with organisations
running on average more than 30-40 different cyber
security products in their organisation, which do not
communicate with each other and are certainly not
integrated into one overview image.

So, although not all organisations have a good
cybersecurity posture yet, I do see some positive
developments in the cyber domain that do work.
Cooperation is one of them. Several cyber companies
acknowledged this some years ago and they found

the Cyber Threat Alliance (CTA), a not-for-profit
organisation that brings together the main cyber
security companies in the world and ‘encourages’ them
to share threat intelligence with each other.

This cooperation in the private sector is successful, but
the cooperation between the public and private sector
still needs improvement. The 'bad guys' are working
together and if we want to become successful as a
society, then we'll need to do this as well. Public-private
collaboration is especially essential, because cyber
security is not confined to either domain, and both
domains are also complementary to each other. We can
learn a lot from each other if we are willing to really
share and dare to delegate.

A great example of working together is the recently
signed Memorandum of Understanding, signed by both
Palo Alto Networks and Europol. We are expanding our
collaborative efforts in combating cybercrime and want
to work together to make cyberspace safer for citizens,
businesses, and governments. The Memorandum
includes the exchange of threat intelligence data

and details of cybercrime trends, as well as technical
expertise and best practices.

In addition to a real collaboration, it is also very
important that the public sector must dare to invest,
because ‘the cheapest security solution’ certainly does
not work in the cyber security world. The bad guys
have no budget restrictions and use all the resources
they can afford. In addition, they have no game rules to
privacy or compliance, which we do have (especially in
the financial and public sector domains).
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Adopting a Zero Trust approach

In my humble opinion, we now have two actions that we

need to take as a society if we want to become successful

within the cyber security domain. These two actions are:

1. Stop with the current point products and ‘price
fighting solutions’-approach;

2. Apply a Zero Trust strategy: so always use a risk
assessment as the foundation for the cyber security
plan and dare to invest.

From my conversations with CISOs from international
organisations and governments, as well as my own
experiences, I believe that this is the only way for
successful cyber security.

It will not be surprising, but each organisation (public
and private) that is serious about their cyber security
needs to adopt a Zero Trust strategy in combination
with a thorough risk assessment as the basis for the
cyber security plan.

Zero Trust is a strategy, based on an untrusted world,
where the security is based on the crown jewels of the
organisation, the most valued assets and the security
is arranged from the inside out (instead of looking at
the threat first). The threat is a given, because we live
in an untrusted world and to secure the crown jewels
of the organisation, everything needs to be logged and
monitored. Visibility into the entire IT landscape of the
organisation is therefore a prerequisite, which is not a
simple task in the current complex world and with the
current complex organisations but is required.

Everyone in the organisation must ask themselves the
questions: What are my crown jewels? Where are my
crown jewels? And who has access to my crown jewels
(and who shouldn’t)? These questions should be posed
by every European tender for security solutions.

Arisk assessment is fundamental to a good and
effective cyber security plan, because it starts with it.

My definition of cyber security reads: Cyber security
means to mitigate the risks for the core business, so
that the business can do its business. Cyber security
is therefore not more than managing risks for the
business, which make the previous mentioned
questions about the crown jewels essential.

Conclusion

Fortunately, there are organisations that take cyber
security seriously and dare to invest. They adopt Zero
Trust and start cyber security plans with profound risk
assessments. These organisations are the organisations
that we don’t see in the media reports about hack
incidents or ransomware infections. Unfortunately,
there are only a few of them and I still see far too many
organisations, who are going through the old way. Ask
yourself if your company is cyber secure enough.
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Insider threat: Trust, but verify

Troy Verberckmoes, VU University Amsterdam, Nadine Bijlenga, KPN

Trusted insiders pose a threat to our organisations because they have
access to opportunities which outsiders do not. There is no shortage of
examples showing the potential impact of incidents with insiders: the
alleged conspiracy to steal McAfee’s trade secrets', AT&T employees
who took bribes to plant malware on the company’s network? and

an ex-employee blackmailing his former employer KPN with stolen
customer data’. Why do some employees turn bad while others do not?
And what could companies do to reduce the risk of insider threat?

Lures and a lack of credible oversight

The American CERT National Insider Threat

Centre distinguishes four categories of intentional
(non-violent) insider threat: Intellectual property theft,
IT sabotage, fraud and espionage.* The motivation and
modus operandi of malicious insiders are diverse. Just
like other threat actors in the security landscape, their
motivation goes from curiosity and ideology to gaining
financial benefits and geopolitical motives.

https://www.cyberscoop.com/mcafee-lawsuit-tanium-employees-secret-sauce/

https://nos.nl/artikel/2253366-celstraffen-geeist-tegen-afpersers-kpn.html

Insiders can also be influenced by outsiders with their
own motivations. This was for example the case in Iran:
the stringent physical security measures alone were
not sufficient to protect the nuclear facility against

the infamous Stuxnet attack®. The attack succeeded
because of a recruited insider who collected crucial
information and eventually deployed the virus. In
general, twenty percent of cybersecurity incidents

and fifteen percent of data breaches originated from
employees within the company®.

https://www.zdnet.com/google-amp/article/at-t-employees-took-bribes-to-plant-malware-on-the-companys-network

CERT National Insider Threat Center. (2018). Common Sense Guide to Mitigating Insider Threats, Sixth Edition. Pittsburgh, PA: Carnegie Mellon University.
%) https://www.volkskrant.nl/nieuws-achtergrond/aivd-speelde-cruciale-rol-bij-sabotage-kernprogramma-iran~ba24df9f/

https://www.verizon.com/about/news/verizon-refocuses-cyber-investigations-spotlight-world-insider-threats
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pledge support for

From the perspective of employees, an opportunity is

a prerequisite to commit a malicious act. According to

the organisational opportunity theory’, opportunities

arise in environments where lures are combined with a

lack of credible oversight. Lures arise when:

1. someone has privileges that can lead to unjustified
access to (technical) sources, or;

2. someone has access to certain (technical) resources
that he or she can use for personal gain to the
detriment of another individual or organisation.

A lack of credible oversight exists in situations where

there is:

1. alack of capacity of external parties (both within
and outside the organisation) to pay attention to the
behavior of individuals/organisations, and/or;

2. alack of capacity of those external parties to impose
negative consequences when they see misconduct.

What does this mean for the risk that malicious insiders
pose to organisations? The work environment provides
many lures, often with a lack of credible oversight.

Why most people stay on the right path

If so many opportunities for insider threats exist within
the workplace environment, why is it relatively rare for
an insider incident to happen within a company? An
explanation can be found with the use of the subjective
utility theory of crime?®. This theory indicates that
individuals within organisations make subjective
estimates of the certainty and seriousness of formal and
informal sanctions, the benefits of organisational crime
and the costs of compliance and the certainty and
importance of the loss of self-esteem.

Fortunately, this means that for most employees, a
malicious act against their employer won’t even cross
their minds. It simply goes against their own morals.
The costs of such an act will therefore result in a loss

of self-esteem so high, that the benefits of the crime
can never be enough. Ifloss of self-esteem is not an
issue, employees will still not necessarily consider
committing a malicious act because they will estimate
the benefits of organisational crime and the costs

of compliance both to be low. Finally, there is a very
small percentage left who actually might consider
committing a malicious act. Of these people, some will
not follow through even then, because they estimate the
risk of formal and informal sanctions to be too high.

Insider Threat Risk
Even though most employees can be trusted, a single
malicious insider could inflict serious damage to a
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company due to the opportunities they potentially
have. While most organisations invest in cybersecurity,
they are often mainly focused on external threats.

It is therefore understandable that ninety percent of
organisations feel vulnerable to insider threat. The
majority of organisations have identified at least one
insider attack against their own organisation in the
pastyear, of which more than one third have even
experienced six or more incidents®. Sixty-four percent
of the organisations found company information
publicly accessible on the internet and fifty-six percent
of the organisations reported potential theft of data by
departing or new employees™.

Since malicious insiders have legitimate access to
systems as well as knowledge of these systems, the
victim organisation might never realize what happened
to them. It is very likely that our organisations often
misattribute damage to external factors, because they
only occasionally discover that the true cause can be
traced back to an insider. Therefore, these statistics are
most probably the result of underreporting.

This begs the question how companies can prevent such

athing. There is no such thing as one hundred percent

solid security, but there are a lot of opportunities where

the defenses against insider threats can be improved.

For this, the situational crime prevention theory" can

be used as a starting point. This theory indicates that

you must address five dimensions within opportunities

to raise the costs of criminal behavior and lower the

benefits:

1. the efforts to carry out the act must be increased

2. the associated risks of discovery before committing
the crime must be increased

3. the expected rewards of the offense must be lowered

4. situational circumstances that can encourage the
crime must be removed

5. the excuses that perpetrators can use to justify their
actions must be removed

For companies the best way to start addressing these
five dimensions is to start working on an insider threat
program.

An integrated approach

An Insider Threat Program is an organisation-wide
program which defines roles and responsibilities over
all departments and has a well-established and clear
vision. An insider threat program is of added value
because it uses an integrated approach to analyze and
mitigate risks from both malicious and unintentional
insiders. Also, when an incident does occur, the

(™ Shover, N., & Hochstetler, A. (2005). Choosing white-collar crime. Cambridge: Cambridge University Press.
®  Nagin, D., & Paternoster, R. (1993). Enduring individual differences and rational choice theories of crime. Law & Society, 27(1), 467-496.
) https://crowdresearchpartners.com/wp-content/uploads/2017/07/Insider-Threat-Report-2018.pdf

(19 https://www.thehaguesecuritydelta.com/media/com_hsd/report/154/document/2017-Insider-Threat-Intelligence-Report.pdf

(1 Cornish, D., & Clarke, R. (1987). Understanding crime displacement: An application of rational choice theory. Criminology, 25(4), 933-948.
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established collaboration ensures an immediate
and organized response. In regards to sharing and
collecting information, privacy and confidentiality
must be taken into account.

To build a solid basis, companies need to find out what
their critical assets are, include insider threat risks in
enterprise-wide assessments and clearly document
and consistently enforce policies and controls. To
reduce insider threat risks, the employee lifecycle
needs to be addressed within the whole supply chain'?
3, This includes setting up a screening process for
critical positions and developing a comprehensive
employment termination procedure, but this also
includes anticipation of stressful situations such as
reorganisations, and creating awareness for insider
threat risks. Disgruntled employees are more inclined
to cross the line. Therefore, it is important to also
focus on the adoption of positive incentives to align
the workforce with the organisation. This can improve
workplace engagement, perceived organisational
support and interpersonal development at work for all
employees.

In addition, clear access controls are important to
prevent, detect and respond to insider incidents. Itis
important to implement strict password and account
management policies. To enforce separation of
duties, the doctrine of least privileges and to monitor
the behavior of privileged users. Finally, quick wins
can be made by taking measures to close doors to
unauthorized data exfiltration.

Conclusion

Implementing an insider threat program addresses

all the dimensions of the situational crime prevention
theory which mitigates the opportunities of insider
incidents significantly. Implementing clear access and
authorization controls, for example, will increase the
effort needed to commit the crime. Associated risks
will be increased by transparency and communication
of the implementation of the program. Increased
collaboration between all departments and personnel
result in less lures and better credible oversight,
removing many opportunities for malicious insiders

in the first place, which lowers the expected rewards of
any offense. Attention to the individual level prevents
employees from becoming disgruntled, which removes
many situational circumstances encouraging the
crime. Finally, by clearly documenting and enforcing
policies, many of the excuses that perpetrators can use
to justify their actions can be removed.

(12 CERT National Insider Threat Center. (2018). Common Sense Guide to Mitigating Insider Threats, Sixth Edition. Pittsburgh, PA: Carnegie Mellon University.

(13 cappelli, D. M., Moore, A. P., & Trzeciak, R. F. (2012). The CERT guide to insider threats: how to prevent, detect, and respond to information technology crimes (Theft, Sabotage,

Fraud). Addison-Wesley.
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Anomaly detection 101:

Hunting the unknown

Bram Cappers, Joey van de Pasch, Dennis Cappers, Josh Mengerink, AnalyzeData

Intrusion detection is a hot topic in the world of cyber security.
Especially with artificial intelligence and machine learning as the
new buzzwords it can be difficult for outsiders to know what to
expect from them. In this article we aim to explain the fundamental
basics of anomaly detection. In particular we discuss the strengths
and limitations of such techniques, how far we can go towards

full automation, and what you should keep in mind when using

anomaly detection.

The main goal of many intrusion (or anomaly) detection
systems is to discover activity in data (a.k.a. events) that
stands “out of the ordinary” or is strange/unexpected.
Of course we can get very philosophical about what

the true definition of an anomaly is, but let us focus

on some examples in practice. In practice, events are
commonly found in areas such as healthcare, finance,
security, telco, mobility and many more. Examples
where intrusion detection turned out to be valuable

for the latter two will be discussed later. First it is
important to understand that there exist three types of
anomalies that we can discover in data, namely: point,
contextual, and collective anomalies.

Point anomalies are outliers that are strange with
respect to your entire data collection. Imagine you have
alogin history of an employee Bob and Bob always logs
in to the company from the office in the Netherlands. If
Bob after 5 minutes would suddenly login from Uganda,
this is strange with respect to his entire history.

New NextCry ransomware
encrypts data on NextCloud
Linux servers
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Figure: 1 (top image) Contextual anomalies become visible when
inspecting data from a different point of view. (Bottom) Collective
anomalies are caused by the presence of groups of events.
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Contextual anomalies are outliers that are strange with
respect to a subpart of the data. Suppose Bob accesses
contracts A and B in the following order: ABABABAB...
although the order of the events seems fairly regular, if
we would group the data for instance on the customers
for which Bob is accessing these contracts we can see
that he usually accesses contract A when working with
customer A and contract B for customer B. The access of
contract B for customer A however is uncommon and is
considered anomalous with respect to that customer.

Although point anomalies are relatively easy to
discover, the main challenge for fully automated
solutions is to find the right split for the detection of
contextual anomalies. If we have a dataset with a 100
columns, there are 2'° data splits possible for which
we can find anomalies! How should an algorithm know
which (combination of features) are more interesting
than others? This is where human insights become
vital.

Finally, collective anomalies are outliers that are

not strange by themselves, but can be strange if they
happen together. In a combustion engine for example
events such as “open gas valve” and “light fire” are
not uncommon, but the order in which they happen
matters a lot.

Challenges:

The contextual anomaly problem shows that
discovering anomalies in general is not difficult at all.
We can always find a viewpoint from where data can

be seen as abnormal. We need to assist automated
techniques with domain knowledge in order to avoid
generating too many alerts. Besides context in practice
there are many other challenges to tackle before we can
reliably discover anomalies of interest.

Data bias: In order for anomaly detection to work, we
need to have a notion of what is regular behaviour of
a system. This requires a “training” phase where the
system absorbs all the activity that for instance Bob
is doing in order to get a better understanding of his
daily way of working. This is under the assumption
that the data observed during the training period is
representative for Bob’s profile.

M https://www.wired.com/2009/12/hp-notebooks-racist/

If the training period is too short, we have too little
data points to draw a reasonable conclusion (i.e.,
overgeneralization). A too long period, however,
increases the risk that any abnormal behaviour is also
captured in the “profile” of normal behaviour.

In the past companies such as HP! and Google?
discovered this the hard way. HP for instance designed
webcam tracking software such that your head always
stays centered on screen if you move away from the
camera. The algorithm was carefully designed and
trained on a lot of data. What they did not know was
that the training data hindsight contained more
examples of light-skinned people than of dark-skinned
people. As such, the webcam feature did not work when
an African American showed his face in the camera.
After this discovery, the computers were referred to as
“racist” computers.

False positives: As with all technology, anomaly
detection is not perfect. Although it is perfectly valid

for Bob to login from the United States when he is on

a business trip, the system may not recognize this as
normal. Such an event may be unfairly marked as

an outlier and is also referred to as a false positive.
Analogously there exists the class of false negatives: the
number of times the anomaly detection does not trigger
on something it should have.

In security there is typically an imbalance between the
amount of normal and anomalous traffic. 99.9% of the
traffic is legitimate whereas 0.1% could be an indicator
of compromise. Too many false alarms makes the
system obsolete as you basically shift the problem from
manually digging in the data to find anomalies into
digging in the alarms to find the real ones. Minimizing
the false positive rate without missing too many true
anomalies is therefore crucial in order to be useful in
practice. Even in systems with a 1% false positive rate,
results can be impractical when dealing with thousands
of events per second.

Concept drift: Suppose that our employee Bob gets
promoted to a function where he for instance needs to
travel a lot to the United States. The profile that we once
built for the user has become outdated and should not
lead to false positives. Although throwing away his old
profile is always an option, be aware that this can be
costly if data is scarce or training phases are long.

@ https://www.theverge.com/2018/1/12/16882408/google-racist-gorillas-photo-recognition-algorithm-ai
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What can we do?
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Figure 2: The discovery of a bad proxy server while checking the
validity of phone call handshaking.

As ahuman we are aware of activity inside our
company and have knowledge that is often not taken
into account by the anomaly detection algorithms.
Knowing for instance that the shutdown of a server
happened for maintenance purposes can seriously alter
the way anomalies are interpreted. One way to tackle
the contextual anomaly problem is therefore to start
defining behavioural patterns of which you are certain
are desired/undesired and guide anomaly detection
techniques into the areas that are unknown. We have
applied this strategy in several domains, including
Voice Over IP telco fraud and the discovery of illegal
waste dumping in an international IEEE data challenge.
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In Voice Over IP traffic there is a certain expected
pattern when trying to make a phone call: The

sender first sends an invite (INV), the recipient must
acknowledge (ACK) after which the call starts and is
either ended with a BYE or CANCEL. By visualizing the
steps in a phone call as a sequence of blocks we could
see which patterns were more present than others. This
enables us to prioritize certain features over others and
tailor anomaly detection algorithms to patterns we did
not expect at first but became relevant after we have
discovered them. The result was the discovery of a bad
proxy server that was forwarding the phone calls to a
malicious server (Figure 2).

Figure 3 shows a use case where we studied vehicle
travel patterns in a wild life preserve. By colouring

the data based on properties that were of interest (e.g.,
entering the park, visiting a camping etc.), anomaly
detection techniques in turn could use this information
to discover that certain vehicles were accessing areas
for which they were not allowed. It was the combination
of driving in restricted areas while not being authorized
personnel that was causing the anomalies to be
interesting.

We hope to have shown you how anomaly detection

can be applied within some specific areas together with
the different challenges that have to be faced. We as
humans are still invaluable when it comes to spotting
new anomalies and building models of expectation.
Detection techniques can be significantly improved

by enabling users to incorporate their insights in these
techniques. In the end finding anomalies is not difficult.
Finding the ones that matter is the challenge.
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Figure 3: The discovery of a truck dumping chemical waste in the Lekagul wild life preserve.
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The sky has already fallen

(you just haven’t seen the alert yet)

Rik Ferguson, Trend Micro

With today’s ever-evolving threat landscape, it’s not enough to just
have advanced security protecting your users and infrastructure,
you need capabilities in place to help you respond rapidly to threats
that may breach your defences. Despite having layers of advanced
protection, there is no such thing as 100 percent prevention, it only
takes a single threat to make it through for your organisation to be
100 percent at risk. To avoid serious and widespread damage, your
goal needs to be; prevent as much as you can, and detect and respond

quickly if a threat does break through.

Many organisations today use multiple, separate
security layers to detect threats across their endpoints,
servers, network, email and cloud infrastructure,
leading to siloed threat information and an overload
of threats with little means to correlate and prioritize
them. Investigating threats across all these disparate
solutions makes for a very piecemeal and manual
investigation process that can miss threats altogether
due to lack of visibility and correlation. Many detection
and response solutions only look at endpoints—and
therefore miss threats that enter through user emails,
the network, and servers—resulting in a very limited
view of the breach and provides an inadequate
response. To have a true picture of threats affecting
your entire organisation it’s important to have native
integration into detection and response functions
across email, server, network, cloud workloads, as well
as the endpoint.

Detection and response are vital security requirements
for all organisations, but the truth is most organisations
are resource and skillset constrained. Modern
detection and response currently require a significant
amount of time and dedicated expert resources that
most organisations don't have.

Of course, the much-touted “Cybersecurity Skills
Shortage” isn’t news to anyone, or it shouldn’t be. For
seven or more years, journalists, industry analysts
and practitioners have been opining about it one way
or another. Analyses and opinions vary on how we
have reached this impasse, my own being that this is
alargely self-inflicted crisis caused by proscriptive
hiring practices and unreasonable job requirements.
Whatever the reason, the outcome remains the same.
We have too few people doing too much work, with too
many tools and too few meaningful resources.

Cloudy biz Datrix locks
down phishing attack in
15 mins after fat thumb

triggers email badness



The typical Security Operations Centre (SOC) of today
is drowning in a huge volume of alerts. In the financial
world for example 60% of banks routinely deal with
100,000+ alerts every day, 17% of them reporting
300,000+ security alerts, according to research carried
out by Ovum, and this pattern is repeated across
industry verticals.

There is no way that the typical Security Operations
Centre is staffed to the levels required to be able to
triage these alerts, meaning that a large proportion of
them are simply never actioned (read ignored). Of those
that do eventually see a pair of eyes it hardly seems
worth the effort. An EMA report all the way back in 2017
found that analysts were spending around half an hour
investigating each incident with much of the time being
spent either downgrading alerts marked as critical
(46%) or otherwise reprioritising (52%) and identifying
false positives (31%). In fact, if you do the maths on
those numbers, it is abundantly clear that no SOC will
ever be staffed to the levels required to deal with such a
volume of information. Twenty-five minutes of work per
alert, for 100,000 alerts is equal to 41,667 hours of work
in every 24-hour period. So, any enterprise dealing with
that volume of alerts would need a SOC team of 5208
people, just to keep up with the triage!

This deluge of information, coupled with a focus on
small, repetitive and often manual tasks are critical
components contributing to fatigue, boredom, and

a feeling of powerlessness in the workplace. A recent
survey carried out by Trend Micro revealed that IT
teams are under significant pressure, with some of
the challenges cited including prioritizing emerging
threats (47%) and keeping track of a fractured security
environment (43%). The survey showed that they are
feeling the weight of this responsibility, with many
(34%) stating that the burden they are under has led
their job satisfaction to decrease over the past 12
months. It’s not just the SOC analysts either, in that
same survey one third of IT executives told us that they
felt completely isolated in their role.

Workplace pressure at these levels is simply not
sustainable, fatigue leads to neglect, neglect to
mistakes, and mistakes lead to burnout, further
reducing the available talent pool and dissuading
others from ever entering into the industry, it’s a
vicious circle.

This security event flood is exacerbated by the fact that
the majority of organisations rely on large numbers of
specialised and disconnected tools. Many of the alerts
that analysts are dealing with are often different views
of the same object, or duplicate notifications from
discrete security tools. The Ovum report I mentioned
above notes that almost half their respondents (47%)

Facebook ads
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told them that only one in five events is actually related
to a unique security event. So hey, looking on the bright
side, maybe you only need just over a thousand people
in that SOC team after all!

In fact, Security Operations Centers are drowning in
threat data, all the while thirsting for meaningful threat
intelligence.

Water, water everywhere
and all the boards did shrink,
Water, water everywhere
nor any drop to drink.

This uncomfortable reality is one of the major driving
forces behind the emergence and rapid adoption of
XDR. As opposed to the simpler Endpoint Detection
and Response (EDR), XDR collects and correlates data
across email, endpoint, servers, cloud workloads,

and networks, enabling visibility and analysis that is
difficult or impossible to achieve otherwise. With more
context, events that seem benign on their own suddenly
become meaningful indicators of compromise, and
you can quickly contain the impact, minimizing the
severity and scope.

A recent blog post by my friend and colleague Greg
Young laid out his reasoning on “Why XDR is a big
deal and is different from SIEM and Platforms” and

a truly mature XDR technology, with feature rich
APIs, collecting, correlating, triaging, reporting and
perhaps even remediating (to a certain level) must
represent the direction of travel for the SOC of the
near future. Organisations can use automation and a
managed detection and response (MDR) capability to
handle the volume of events. Organisations can use
a cross-platform discovery and response tool (XDR)
to aggregate and consolidate events dramatically,
reducing the demand on people and improving the
accuracy and timeliness of protection from threats.

We are not going to solve the skills shortage within

a decade, arguably we are not going to solve it at all,
particularly if we continue to focus on filling the gap
with human brains. The problem is not in the potential
recruitment pipeline, itis in the actual data pipeline
and that is where technology must play the lead role.
An Al driven Tier I SOC platform able to scale with the
continually increasing volume of data, automating

and accelerating initial analysis, the creation of
incident context, chasing down patient zero through
an automated root cause analysis. Such a system would
present the human Escalation Analysts with aggregated
data in a logical attack-centric progression automating
the Monitor, Prevent, Detect and Investigate roles and
providing the SOC analyst with actionable threat
intelligence for real Response and Remediation.



Classification of assets
In an ecosystem

Frank Jansen, KPN

Big companies nowadays use a combination of ICT assets such as
networks, mainframes, applications, databases, software and office
automation equipment to conduct their business and operations.
After many years the ICT landscape has grown into an ecosystem

of assets (new, legacy). Legacy assets stay alive to keep earlier
versions of services working and to support a variety of hard-

and software at customer premises. In addition, all these assets

are prone to confidentiality, integrity and availability risks, and
thus constitute a serious concern about resilience. Implementing
measures for all these possible risks requires a lot more money than
available. Budgets to accomplish these measures are limited in most
companies. From a financial point of view, it is essential to know
which assets are the most important for the company in order to stay
in business, and to prioritize the most effective measures to be taken
to mitigate the risks related to these assets.

Classification of all assets in terms of Maximum How to create an inventory of the assets?

Tolerable Period of Disruption (MTPD) or Recovery
Time Objective (RTO) represent the longest time

that the asset may be unavailable before putting the
company in jeopardy. This classification also provides
the ranking of priority which will dictate the application
of available budgets for increasing resilience of the most
important assets.

A starting point is the list of services the company
delivers to its customers, and the list of internal services
needed to run the company.

Itis important to classify each of these external and
internal services using a Business Impact Analysis
(BIA) method. Several institutions offer a BIA method
applicable for a wide range of organisations. It is also
possible to create a tailormade BIA specific for the

New Orleans declares state
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VPN connections
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Figure 1: Example of hierarchy of dependency of company services on service components and platforms

company, consisting of questions about the impact
of outage for the relevant domains. Our company
constructed a BIA based on four questions with four
predefined impact levels each:

» Quantified level of loss of turnover after 24 hours of
service outage, from zero to risk appetite

» Quantified level of fines, courtesy and restoration
costs after 24 hours outage of the service, from zero
to risk appetite

« Percentage level of (potential) customers after
24 hours outage of the service

» Level of societal impact from none to very large for
the customer base after 24 hours of service outage

Each question is answered by a choice out of the four
levels. The highest impact chosen in these four questions
displays the Business Impact Level and corresponds
with an MTPD (KPN uses the following MTPD
boundaries: more than a week, one week, one day and
four hours). These MTPD’s must be aligned with the risk
appetite the company accepts for its services.

TP-link router bug lets
attackers login without
passwords

Multiple Vulnerabilities
in Barco ClickShare

The MTPDs defined for the external and internal
services are the starting point of classifications for all
assets in the company that are necessary for one or
more of these services.

The next step is to list per service which assets are
required to make the service work. This can be a
combination of ICT components: networks, platforms,
applications etc. The chain of dependencies might be
complex. It may help to distinguish Service Components
consisting of several ICT components that act together
as a complete unit, necessary for more than one service.
An example of a Service Component can be the Internal
Office Network, that is used by several internal and
maybe external services. A Service Component can be
dependent on one or more other Service Components:
the Service Component Internal Office Network may
depend on a Service Component Office workplace and a
Service Component Internet Access.

A service may also be dependent on one or more
platforms consisting of a host with specific software
and databases, delivering the specific functionality

BreakingApp -
WhatsApp crash & data
loss bug
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Linux, Windows with
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needed for the service to function. Other services may
be dependent on the same platform as well.

In general, the availability of a service in terms of its
classification derived MTPD sets a requirement on

the availability of the Service Components and the
platforms it depends on. This requirement is the RTO
that is needed for the service to be restored within its
MTPD after a failure. In most cases the RTO of a Service
Component or platform is, for this reason, shorter than
the MTPD of the service. This MTPD can only be met
when its underlaying parts can be restored faster after
a disaster.

In addition, we also determine an MTPD for each
Service Component and platform based on turnover
and dependency of network management for the asset.
In the same manner the MTPD of a Service Component
defines the RTO of its underlaying service components
and platforms, this in turn defines the RTO of their
dependencies also. See figure 1 for a scheme of this
hierarchy defining RTO’s.

Itis extremely important that all assets on which a
service, service component and a platform depend are
known and registered. Otherwise some continuity risks
to the services might be overlooked. A valuable check
can be done by verifying if all assets managed by the
company are present in the hierarchy. Assets that are
not present in the hierarchy may constitute a continuity
risk. To do this verification, a complete inventory of all
assets is essential.

When a new asset is being conceived, its RTO can be
defined by the requirements of existing assets that will
depend on the new asset.

LifeLabs paid hackers to
recover stolen medical data
of 15 million Canadians

Assess the classification of the assets

Each assetin the hierarchy has RTOs from other assets
depending on it. The lowest RTO specified for this asset
is leading. The lowest RTO defines the classification
level. For this purpose we have build a dedicated
application for supporting the classification and
registration process, in which all assets are defined
with a scope description and all its dependencies. This
application supports the classification of each asset by
means of a BIA and requests the specification of an RTO
for each underlying asset it depends on. The application
automatically determines the lowest RTO specified
from other assets depending on it together with the
intrinsic MTPD of the asset itself (in the case of service
components), and the corresponding classification.

Go top down securing your assets!

If you know the RTOs of all assets needed for the external
and internal services, a ranking list of assets based on
RTO from low to high can be compiled. Depending of
the prioritisation and therefore the criticality of the
assets, resilience measures can be taken for availability
(such as geographic redundancy), confidentiality (such
as hardening) and integrity (such as checksums and
back-ups). In many cases a restore on new hardware will
be accomplished within one week, even when no spares
are present, as long as aregular back-up scheme is in
place. If budget allows, measures can also be taken for
assets with an RTO of one week or more.

In this way you can create an appropriate business
resilience at minimal cost.

Paypal phishing attacks

promise to secure accounts,

steals everything

Cisco Security
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contributing partners

@, kpn

KPN is the largest telecom and IT service provider in the
Netherlands. We make life more free, easy and more fun by
connecting people. We are passionate about offering secure,
reliable and future-proof networks and services, enabling
people to be connected anytime, anywhere, whilst at the same
time creating a more prosperous and cleaner world. We’ve been
doing this on the basis of a strong vision. Every day, for more
than 130 years. We bring people closer to their loved ones,
connect everything and everyone, we make working and doing
business easier and we ensure that people can connect and
stay connected anywhere.

S ¥ National Cyber Security Centre
Ministry of Justice and Security

The National Cyber Security Centre (NCSC) is the central
information hub and centre of expertise for cyber security

in the Netherlands. NCSC's mission is to contribute to

the enhancement of the resilience of Dutch society in the
digital domain, and thus to create a secure, open and stable
information society. On an international level the NCSCis
the Dutch point of contact in the field of ICT threats and
cyber security incidents. The NCSC is also a key figure in

the operational coordination during a major ICT crisis and
the Computer Emergency Response Team (CERT) for the
Dutch central government and the critical infrastructures.
The coming years we will foster and strengthen the existing
cooperation and information exchange with the Dutch central
government and the providers of the critical infrastructures
and services. While at the same time expand the range by
creating a nationwide network of cybersecurity partnerships.
The aim of this nationwide network is to strengthen the
capabilities of both public and private parties.

Deloitte

Deloitte provides audit, tax, consulting, and financial advisory
services to public and private clients spanning multiple
industries. With a globally connected network of member

firms in more than 150 countries, Deloitte brings world-class
capabilities and high-quality service to clients, delivering the
insights they need to address their most complex business
challenges. Deloitte has in the region of 200,000 professionals,
all committed to becoming the standard of excellence.

i
pwc

At PwC, our purpose is to build trust in society and solve
important problems. We're a network of firms in 158 countries
with more than 250,000 people. At PwC in the Netherlands
over 5,000 people work together. We're committed to
delivering quality in assurance, tax and advisory services.

Tell us what matters to you and find out more by visiting us at
www.pwec.nl.

PwC refers to the PwC network and/or one or more of its
member firms, each of which is a separate legal entity. Please
see www.pwc.com/structure for further details.

(Ba

Founded in 2001 as a spin-off of the Group of Applied Physics
of the University of Geneva, ID Quantique (IDQ) is the world
leader in quantum-safe crypto solutions, designed to protect
data for the future. The company provides quantum-safe
network encryption, secure quantum key generation and
Quantum Key Distribution solutions and services to the financial
industry, enterprises and government organisations globally.
IDQ’s quantum random number generator has been validated
according to global standards and independent agencies, and is
the reference in highly regulated and mission critical industries
- such as security, encryption and online gaming - where trust is
paramount. IDQ’s products are used by government, enterprise
and academic customers in more than 60 countries and on
every continent. As a privately held Swiss company focused

on sustainable growth, IDQ is proud of its independence and
neutrality, and believes in establishing long-term and trusted
relationships with its customers and partners. For more
information, please visit http://www.idquantique.com/.

>
accenture

Accenture Security helps organisations build resilience from
the inside out, so they can confidently drive innovation and
growth. Leveraging its global network of cybersecurity labs,
deep industry understanding across client value chains and
services that span the security lifecycle, Accenture protects
organisations’ valuable assets, end-to-end. With services that
include strategy and risk management, cyber defence, digital
identity, application security and managed security, Accenture
enables businesses around the world to defend against known
sophisticated threats, and the unknown.

Follow us ®AccentureSecure on Twitter or visit us at
www.accenture.com/security.

@\
ANALYZEDATA

AnalyzeData provides a broad spectrum of services to help
you bring added value to your products/services based on
data. No modern company can afford to not do data. If you are
not leveraging your data to gain benefits, your competitors
are! Unfortunately, data analysis can be hard requiring large
upfront investments in time, staff, and money. AnalyzeData
wants to change that by providing you in house expertise and
services to bring your data awareness to the next level."

EINDHOVEN
e UNIVERSITY OF
TECHNOLOGY

Eindhoven University of Technology (TU/e) is a research
university specializing in engineering science & technology.
The TU/e profiles itself as a leading, international, in
engineering science & technology specialized university. We
offer excellent teaching and research and thereby contribute
to the advancement of technical sciences and research to the
developing of technological innovations and the growth of
wealth and prosperity both in its own region (technology &
innovation hotspot Eindhoven) and beyond.
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TNO, The Netherlands Organisation for Applied Scientific
Research, is one of Europe’s leading independent

R&D organisations. TNO is a non-profit and operates
independently and objectively. Its unique position is
attributable to its versatility and the capacity to integrate
knowledge across specialist disciplines. TNO innovates
for a secure cyberspace and provides cyber security
research, development, engineering and consultancy
services to government and industry. Its partners include
Dutch government agencies and private sector companies
across Europe, including many providers of national critical
infrastructure (a.o. in telecoms, finance and energy).

ﬁi& Universiteit
\ L Leiden
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The Faculty of Governance and Global Affairs is an
internationally acclaimed academic knowledge hub that
studies world-wide issues from the varied perspectives of
governance, politics, law, sociology and economics.

We contribute to far-reaching socio-cultural debate through
our acquired knowledge. We aim to do this not only through
education and research, but also by organising lectures and
debates to learn from.

Our faculty has an entrepreneurial mind set, expressed through
a continuous quest for links with other academic disciplines
and innovative educational methods.

Radboud University S%

%
RV
on)

Radboud University is a comprehensive, internationally-
oriented university that aspires to be one of the best in Europe.
Together with Radboudumc, we have created an intellectual
environment that inspires and challenges our students and
staff so that they can extend the scope of academic disciplines
and benefit society.

Radboud University challenges its students to actively
participate in the academic community and trains them to

be critical and committed academics, with their own views
regarding scholarship and society, who will take up responsible
positions in a society which is becoming increasingly
internationalised.

The university’s academic staff come from all over the world,
and a large proportion of our student population has spent at
least some months studying at a university abroad.

9 TREND  sorer
MI1CRO" Connected World

Trend Micro Incorporated, a global leader in cybersecurity
solutions, helps to make the world safe for exchanging

digital information. Our innovative solutions for consumers,
businesses, and governments provide layered security for data
centers, cloud environments, networks, and endpoints. All our
products work together to seamlessly share threat intelligence
and provide a connected threat defense with centralized
visibility and control, enabling better, faster protection. With
more than 6,000 employees in over 50 countries and the
world’s most advanced global threat intelligence, Trend Micro
secures your connected world. For more information, visit
www.trendmicro.com

paloalto

NETWORKS

Palo Alto Networks, the global cybersecurity leader, is shaping
the cloud-centric future with technology that is transforming
the way people and organisations operate. Our mission is to
be the cybersecurity partner of choice, protecting our digital
way of life. We help address the world's greatest security
challenges with continuous innovation that seizes the latest
breakthroughs in artificial intelligence, analytics, automation,
and orchestration. By delivering an integrated platform and
empowering a growing ecosystem of partners, we are at the
forefront of protecting tens of thousands of organisations
across clouds, networks, and mobile devices.

Our vision is a world where each day is safer and more

secure than the one before. For more information, visit
www.paloaltonetworks.com.

Webia

Security

We’re a group of highly ambitious craftsmen. From strategy to
technology implementation, Xebia is a one-stop shop for full
stack digital transformation.

We provide innovative solutions and services to help your
organisation become a digital winner.

We’re organized in specialized centers of excellence all over the
world. We are like-minded individuals who aim for authority in
our respective fields.

@) \NETLABS
A\

NLnet Labs is a not-for-profit foundation with a long heritage
in research and development, Internet architecture and
governance, as well as stability and security in the area of
DNS and inter-domain routing. For many years we have been
responsible for several widely used and well respected DNS
implementations: the authoritative nameserver NSD and the
validating recursive resolver Unbound. In the area of inter-
domain routing, we develop a full featured RPKI toolset, named
Krill and Routinator, to help prevent BGP hijacking. NLnet Labs
promotes open source software development and open
standards. We actively contribute to the Internet Engineering
Task Force, with several published RFCs carrying our name.
We also play an active role in Internet governance, offering
independent advice to governments and regulatory bodies

to sustain a safe and stable DNS and inter-domain routing
infrastructure.

VU

AMSTERDAM
Ever since it was founded in 1880, VU Amsterdam has been
known for its distinctive approach to knowledge. VU is an
open organisation, strongly linked to people and society.
What matters is not just the acquisition of a greater depth
of knowledge, but also a wider one. We ask and expect our
students, researchers, PhD candidates and employees to look
further —to look further than their own interests and their own
field, and further than what is familiar and further than the here
and now.
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